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Abstract—As connectivity increases through the Internet of Things 
(IoT) and Industry 4.0. Previously isolated systems gained remote 
access capabilities and became more exposed to cyberattacks. For 
example, in the maritime domain, the Global Maritime 
Transportation System (GMTS) is considered a high-potential 
target. Attacking a GMTS system with malware has been shown 
to influence ships or disrupt onboard operations. Another 
significant component of the ship network is an NMEA gateway. 
Prior research has shown evidence of NMEA gateways being 
exposed to the Internet, and our previous work experimentally 
demonstrated four practical attack vectors against such gateways: 
GPS spoofing, AIS injection, autopilot manipulation, and resource 
exhaustion. However, it remains unclear whether they have been 
targeted by adversaries or how an attacker could exploit them. 

In this work, an NMEA gateway honeypot is designed, 
implemented, and deployed. The design of the honeypot is inspired 
by using Shodan, which is used to identify real and exposed NMEA 
gateways. Our Shodan results show that Internet-exposed NMEA 
gateways are widely spread. For instance, the refined $GPRMC-
based Shodan query identified 4,305 unique endpoints that 
transmitted NMEA messages during the observation period, of 
which 1,542 were analyzed in detail to identify their vulnerabilities 
and other parameters, such as the attack window.  As per the 
honeypot, although no attacks against the specific NMEA gateway 
were captured, the honeypot logs captured other types of attacks, 
such as automated scanning and reconnaissance efforts. These 
findings indicate that NMEA gateways could become real targets 
in the near future if not configured or secured properly. 

Index Terms—Industrial Cyber-Physical System; Maritime 
Cybersecurity; NMEA; Honeypot; ICS Security 

I.  INTRODUCTION

Industrial control systems (ICS) are everywhere in our 
modern world. These systems play a crucial role in controlling 
our infrastructure and processes. They are found in many 
different industries across many different applications and often 
serve as the connection between the digital and physical world. 
A couple of examples include the power grid, nuclear reactors, 
robots in factories, maritime systems, etc. Historically, ICS 
systems operated in an isolated environment, which offered a 
degree of protection from remote cyber threats. However, with 
the rise of the Internet of Things (IoT) and Industry 4.0, this is 
no longer the case. Often, remote access and data gathering turn 
out to be very useful features. In turn, this makes these systems 
prone to being remotely exploited by malicious parties, 
especially since they are usually not designed to deal with these 
kinds of threats. Most of the security patches are ‘bolt-on’ 
instead of designing new secure systems from the ground up. 
Generally, bolt-on security is considered a weaker option to 
secure a system [1]. 

These systems are now everywhere. With the steady increase 
in the number and importance of these systems, so have attacks 
on them. Some examples of the most impactful security 
incidents include Stuxnet [2], but also the 2015 attack on the 
Ukrainian power network [3]. Lesser known are the attacks on 
the Global Maritime Transportation System (GMTS). The 
GMTS is similarly vulnerable to cyberattacks, and documented 
incidents indicate that this threat is growing and relatively recent 
[4], [5]. To create a knowledge base, the Maritime Cyber Attack 
Database (MCAD) was developed [6] showing a steady increase 
in maritime systems being attacked/targeted. The scale of the 
GMTS is illustrated by a merchant fleet consisting of 105,500 
vessels above 100 gross tons [7], and it continues to grow. The 
amount (measured in millions of tons) of goods loaded keeps 
growing too [8]. With the push of Industry 4.0, ships continue to 
see more digitization. Whereas ships used to be isolated systems, 
they often feature connections with the outside world these days. 

To protect ICS environments within the GTMS, it’s crucial 
to understand how an attacker performs their attack, and ideally, 
recognize and respond to it as quickly as possible before any 
harm is done. This is where honeypots and honeynets become 
very useful. A honeypot is a deceptive tool that mimics authentic 
operational systems to attract and engage adversaries [9]. This 
interaction enables them to gather information about the bad 
actors' tactics, techniques, and procedures (TTPs). A honeynet 
is a network of honeypots. Some great progress has been made 
in the research and development of Industrial honeypots. For 
example, HoneyICS [10], and HoneyPLC [11]. 

Honeypots and nets have already been proposed in the 
context of the GMTS. One proposal explores the concept of an 
actual ’ship’ honeynet, in which the attacker believes he is 
attacking an actual ship. It concludes that gathering real-world 
data is a worthwhile effort [12]. Another proposal focuses on 
port security and deploys a honeypot in that network to detect 
intruders [13]. However, neither of these works deployed a 
honeypot in the wild, exposed to the Internet. 

In our earlier work, we proposed and experimentally 
evaluated four concrete attack vectors against NMEA gateways 
in a controlled environment [14]. The work identified four 
primary attack vectors: GPS spoofing, AIS injection, autopilot 
manipulation, and resource exhaustion. This journal article 
extends that work in several ways: (i) performs an Internet-scale 
reconnaissance of NMEA data exposure using a refined Shodan 
query, (ii) quantifies the availability of the possible attack 
window of Internet-facing NMEA gateways, and(iii) presents 
the design, implementation, and deployment of a NMEA 
gateway honeypot to study how real adversaries currently 
interact with these devices. 

The main contributions of this work are as follows: 
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• Evidence through using Shodan OSINT techniques
showing that more than 4300 Internet-facing endpoints
expose NMEA data over TCP, and that a subset of those
gateways remain reachable for hours after Shodan
discovery, resulting in a short but actionable attack window
for adversaries.

• Design and deployment of a high-interaction NMEA
multiplexer/gateway. The NMEA honeypot realistically
emulates a commercially available multiplexer/gateway,
including AIS messages and an HTTP configuration web
interface.

• Empirical analysis of Internet traffic towards the NMEA
gateway honeypot to assess the presence (or absence) of
protocol-aware attacks.

• Translation of previously demonstrated NMEA-based
attacks into cyber-physical attack scenarios for exposed
Internet-facing gateways (GPS/AIS spoofing, autopilot
manipulation, and NMEA resource exhaustion), and an
assessment that multiple of these attacks are feasible within
the measured attack window.

• Mapping of known NMEA-based attack vectors to
observed exposure and availability patterns of Internet-
exposed NMEA gateways, leading to recommendations on
hardening configuration, segmentation, and monitoring
before attackers deploy specialized tooling.

The remainder of this paper is structured as follows: In
Section II, an overview of relevant background topics is given. 
In Section III, an overview of related works is provided. Section 
IV presents the methodology, encompassing the identification of 
NMEA gateways online. Next, in Section V, the results of the 
experiments are provided, followed by the discussion in Section 
VI. The paper is concluded in Section VII.

II. BACKGROUND

In this section, background information about ship 
networking protocols and equipment is provided, with a focus 
on the NMEA standards maintained by the National Marine 
Electronics Association (NMEA)[15]. 

A. Ship networking protocols and equipment
Modern ships feature fast networks that span the entire ship.

An example of such a network can be seen in Figure 1. The 
figure shows how ship networks should ideally be, but 
nowadays, there is, in many cases, a lack of network 
segmentation [16], [17]. 

Figure 1 Layered Ship network data network architecture [18]. 

The different layers found in Figure 1 use different protocols. 
In the maritime sector, Industrial Control Systems (ICS) are 
usually used to connect the various technologies onboard. The 
following protocols and their infrastructure are usually found on 
ships: Modbus, NMEA 0183, NMEA 2000, and NMEA 
OneNet. These four technologies are used on most ships to 
control them and relay information between devices and sensors. 

• NMEA 0183 is a serial, one-talker/many-listener standard
at a 4,800 baud data bus. The data are in printable ASCII
format [19].

• NMEA 2000 is a CAN-based standard for marine
electronics, a multi-master bus that supports bidirectional
communication and plug-and-play configuration [20].

• NMEA OneNet is an Ethernet and IPv6-based standard that
bridges all previous NMEA networks [21].

Each of these protocols has its unique equipment and uses
different hardware. A popular choice that is sometimes seen 
within the Integrated Bridge System (IBS) is to use NMEA over 
Ethernet [22]. This has the added benefit that no extra cables are 
required as Ethernet is usually already provided to the systems, 
but it compromises some of the security separating the layers 
provides. 

Figure 2 Actisense PRO-MUX-2 is a NMEA 0183 Multiplexer designed for 
marine environments. It enables combining data from up to eight NMEA 0183 
talkers and routing them to six listeners, featuring advanced filtering, isolations 
on all inputs/outputs, and Ethernet configuration capabilities for complex vessel 
navigation networks. [23] 

B. NMEA Gateways

To make communication between the various protocols
possible, gateways are introduced. NMEA gateways translate 
messages between shipboard protocols (such as NMEA 0183 or 
NMEA 2000) and IP-based networks and are often deployed as 
multiplexers that bridge multiple serial talkers to TCP or UDP 
streams. An example of such hardware is shown in Figure 2. 

C. NMEA Sentences
The NMEA 0183 sentence starts with either a ’!’ or ’$’. The

’!’ character indicates that the message has a special type of 
encapsulation. After that, the talker ID follows, and the type of 
message. The data fields are separated by a ’,’. The number of 
fields depends on the type of message. After the data fields, an 
’*’ follows, which is followed by a checksum based on the 
previous sentences (excluding the first character). The checksum 
is computed by XORing all previous bytes. The line ends with 
’\r\n’. As an example, the NMEA GPS message that holds the 
minimal navigational data of the GPS can be seen here: 
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$GPRMC,132233.41,A,5324.6357,N,00611.8764,E,0001.0,26
5.6,280524,0.0,W,A,S*6C 

An Automatic Identification System (AIS) messages 
transported via NMEA follow the same high-level grammar but 
differs in that one of the fields used contains encoded payload 
data. A typical AIS NMEA sentence is:  
!AIVDM,1,1,,,1CaL?OhP00PLHAFNSjRh0?v02000,0*25

 The detailed specification of AIS NMEA encoding is 
available in the GPSD AIDVM documentation [24]. 

III. RELATED WORK

In this section, prior research on (maritime) cyber-physical 
systems is reviewed. The section is structured as follows: 
cybersecurity of maritime CPS, attacks on ship networks and 
NMEA-based systems, OSINT-based exposure of maritime OT 
assets, and honeypots and the maritime context. 

A. Cybersecurity of maritime CPS
In the maritime domain, cyber-physical systems refer to the

integrated combination of IT (Information Technology) and OT 
(Operational Technology) systems and the interface with the 
human operators that collectively enable the monitoring, 
control, and execution of safety-critical and mission-critical 
functions of maritime assets [25]. 

In the work of Tan and Jonos [26], a cyber-physical attack 
is defined as: A cyber-physical attack can either be a physical 
attack that adversely affects cyberspace, or an attack that 
originates in cyberspace and has a physical outcome. 

B. Attacks on Ship Networks and NMEA-based Systems
Prior work has demonstrated that exposed NMEA-over-IP

gateways provide a technically feasible entry point for 
compromising maritime CPS. Struijk Pijpker and Mohsen  [14] 
systematically categorized and experimentally validated four 
attack vectors against an NMEA gateway, namely GPS 
spoofing, AIS injection, autopilot manipulation, and resource 
exhaustion through malformed message flooding. These attack 
scenarios are further organized into three higher-level classes: 
data spoofing, remote control via data injection, and resource 
exhaustion. The results of the work provide evidence of 
protocol-level weaknesses and their potential impact. The 
experiments are conducted in a controlled environment and do 
not represent the real world. 

Hemminghaus, Bauer, and Padilla created a malware toolkit 
called Bridge Attack Tool (BRAT). BRAT was designed to 
compromise systems on board a ship [27]. The tool was able to 
execute different attacks on ship networks. The attacks 
primarily affected the availability and integrity of the systems. 

The work that is closely related to the NMEA gateway 
honeypot is HoneyShip [28]. HoneyShip was designed by 
closely monitoring real-world maritime VSAT systems 
identified via Shodan, enabling it to emulate an exposed VSAT 
system on the internet. The honeypot design incorporated 

detected CVEs, allowing attackers to be closely monitored 
while interacting with HoneyShip. The dataset collected in this 
research is publicly available [29]. It includes Shodan and 
Nmap scans of exposed VSAT systems, and logs from a high-
interaction honeypot emulating a Cobham Sea Tel terminal.  

C. OSINT-based Exposure of Maritime OT Assets
The work of Amro [30] used Open-Source Intelligence

(OSINT) tools to detect maritime components emitting NMEA 
messages on the internet, identifying 4,942 hosts and 331 
possible maritime components. In contrast, our work not only 
performs an OSINT-based reconnaissance of internet-exposed 
NMEA gateways but also deploys a NMEA gateway honeypot 
to observe how Internet-based adversaries currently interact 
with such a device.  

D. Honeypots in the Maritime Context
In the context of maritime systems, multiple papers have

been published proposing the use of Honeypots. One of the 
papers developed a Digital Twin-assisted Honeypot for 
Cybersecure Smart Seaports. The researchers noted that virtual 
honeypots must be more realistic to entice attackers, 
necessitating better high-fidelity. By deploying a digital twin, 
they created an attractive environment for an attacker. Their 
solution is called TwinPot, which seems promising for 
detecting external attacks in smart seaports [13]. 
 In the context of a maritime system exposed to the internet 
as a honeypot, some work has already been done. McCombie 
and Pijpker proposed a ship honeynet project that simulates key 
components of the integrated bridge system to collect data on 
cyber threats targeting vessels [31]. In another work, Pijpker 
and McCombie extended this concept with a Ship honeynet 
explicitly designed to gather structured cyber threat intelligence 
for vessels. 
 Brouwer et al. [28] presented HoneyShip, a high-
interaction honeypot emulating a maritime VSAT-system to 
capture attack behavior targeting vessels. The honeypot was 
deployed on the internet, and the development of HoneyShip 
was guided by OSINT analysis. The HoneyShip captured 
thousands of interactions, mainly automated probing and 
exploitation attempts against known vulnerabilities. 

In summary, prior work demonstrated that honeypots and 
related technologies are effective for studying cyber threats 
against maritime systems, and that OSINT can reveal exposure 
of maritime systems on the Internet. Existing studies have 
focused on VSAT terminals, smart seaports, or conceptual ship 
honeynets, and NMEA exposure has been analyzed only using 
OSINT. This work addresses that gap by combining OSINT on 
NMEA gateways with a NMEA gateway honeypot, enabling 
empirical observation of how adversaries currently interact with 
exposed NMEA devices. 

IV. METHODOLOGY

The study combines active reconnaissance using Shodan for 
exposed NMEA gateways and the deployment of a custom- 
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Figure 3 Workflow of the presented study. Publicly exposed NMEA gateways are first identified via OSINT using Shodan, gateway availability is tracked, and 
data is collected. In parallel, an NMEA gateway honeypot is designed and deployed, and adversary interaction data are collected. The captured datasets are 
analyzed offline to derive empirical results.  

built, high-fidelity NMEA gateway honeypot. The overall 
workflow, illustrated in Figure 3, consists of two parallel 
tracks that converge in an offline analysis phase. 

Shodan-based Reconnaissance 
The green track in Figure 3 identifies, tracks, and collects 

NMEA gateways that are exposed on the Internet. In previous 
research, it was shown that many NMEA-exposing connections 
can be found on Shodan using queries that contain NMEA tags 
[30]. However, upon manual inspection of the results, many 
were found to be non-operational, which limits their usefulness 
to an attacker. To improve the query, this work focuses on a 
single NMEA sentence starting with $GPRMC, which indicates 
that a GPS device is emitting minimal navigation data. A 
Python script issues daily Shodan queries. In total, Shodan was 
queried 28 times, of which 23 measurements were performed 
consecutively on a daily basis. To estimate how long these 
NMEA gateways remain reachable from the Internet, a second 
Python script performs a daily connectivity check to the 
reported NMEA gateway ports. By doing this, an estimated 
attack window before the device goes offline (if it ever does) 
can be calculated, which in turn tells how useful these devices 
might be for a potential attacker. 

For each endpoint, the date and time of when the queries 
were done, when Shodan discovered the host for the first time, 
and every time an attempt to make a connection to the device 
was made have been recorded. For some of the results, only 
scans that are on the same day as their update ’timestamp’ on 
Shodan (i.e., new hosts) were taken into account. By doing this 
we ensure that entries are treated the same regardless of when 
we performed our query. This allows multiple scans to be done 
while still being able to build a bigger, overarching dataset as 
well. The subsequent analysis of the collected data takes 
temporal factors into account. 

A. Honeypot based Experimentation
The blue track in Figure 3 covers the development,

deployment, and operation of the NMEA gateway honeypot. 
The high-fidelity honeypot is designed to emulate an Actisense 
PRO-MUX-2 multiplexer that bridges multiple serial talkers to 
IP-based listeners in a realistic shipboard setting. The 

implementation was built using Java Spring Boot and exposes 
two services: an HTTP configuration dashboard on port 80 and 
an NMEA-over-TCP service on port 60001, both services 
reflecting the look and feel and basic workflow of the real 
device. 

To provide plausible navigation dynamics to an attacker, 
NMEA traffic is generated from publicly available AIS vessel 
data sources, converted into GPS and AIS sentences (e.g., 
$GPRMC, $AIVDM), and replayed at a realistic update 
interval, with minor disruptions. In Figure 4, the AIS-based 
message generation is shown. 

In our previous work, four practical attack vectors against 
Internet-exposed NMEA gateways were experimentally 
evaluated in a controlled environment [14]. These attacks 
included GPS spoofing, AIS injection, autopilot manipulation, 
and resource exhaustion. These attacks from our earlier work 
helped validation of the NMEA gateway honeypot used in this 
work. Spoofing-based attacks exploit the lack of authentication 
in the Gateways’ NMEA stream by injecting GPS or AIS 
sentences that override legitimate sensor data, for example, in 
the ECDIS system. Control-Oriented Attacks target NMEA 
messages that directly influence actuators, such as autopilot 
waypoints or heading commands, and inject crafted sentences 
to steer the vessel. By manipulating these control NMEA 
messages, an attacker can attempt to alter the course and rudder 
angle and potentially redirect the ship without the crew’s 
awareness. Resource exhaustion attack targets the 
communication pipeline. NMEA 0183 over serial connections 
has limited throughput, and the NMEA gateways have limited 
buffering capacity. By sending high-frequency or malformed 
messages over TCP, attackers can flood the system, resulting in 
dropped messages or delayed transmission of critical data. 

Figure 4 AIS-based message generation. The AIS Stream provides data from 
the target vessel. For the selected vessel, the AIS data helps to generate 
believable NMEA messages. 
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In the implementation of the NMEA Honeypot, several 
NMEA messages were implemented. This is partly based on the 
messages in the VDR recording of the work from Calvi and 
Hakefjord [32]. 

For validation purposes, the NMEA gateway honeypot was 
first evaluated in a controlled test environment. The following 
attacks were executed: brute-forcing the administrator's web 
interface, passively spying on NMEA traffic, and injecting 
specially crafted NMEA messages as outlined in the related 
work section. The honeypot successfully recorded all relevant 
interaction traces, enabling these attacks to be clearly observed 
during subsequent analysis. Checkpot [33] was used to verify 
that the NMEA gateway honeypot was operating as intended. It 
is a honeypot checker utility developed to help security 
researchers verify that their honeypots are properly set up to 
attract high-quality traffic [34]. 

The NMEA Gateway was deployed on a publicly reachable 
host with a fixed IP address and is left accessible for a period 
that overlaps with the Shodan tracking phase. The honeypot is 
not actively advertised; discovery is left to internet-wide 
scanning and opportunistic probes. The configuration is 
hardened to prevent misuse.  

All the interactions with the NMEA Gateway Honeypot are 
collected for offline analysis. The NMEA gateway honeypot 
collected valid HTTP requests to the HTTP server, along with 
their payloads. This information is sufficient to determine what 
an attacker explores on the website and to distinguish between 
a human and a bot. The NMEA gateway honeypot logged all 
connections, disconnections, and messages received. The 
connection details include the source IP and source port. The 
disconnect event contained the same information, along with 
the duration of how long the connection was alive.  After the 
Shodan measurement and NMEA gateway honeypot 
deployment phases, all collected data is analyzed offline to 
derive empirical results.  

Finally, the results from both tracks are interpreted: exposure 
metrics and attack window estimate from the Shodan analysis 
provide context for the honeypot interactions, while the 
honeypot traffic reveals how Internet clients behave towards a 
realistic NMEA gateway honeypot.  

V. RESULTS

This section will describe the empirical results of the 
research conducted. The results are divided into two different 
sections. The results of the Shodan analysis can be found in 
section V-A, and the results of the honeypot deployment in 
section V-B. 

A. Shodan Results
This section presents the empirical results of the OSINT-

based identification of tracking-exposed NMEA gateways 

using Shodan, following the workflow shown in the first track 
of Figure 3. 

Using the refined minimal required navigation data query 
$GPRMC, multiple Internet-facing hosts sending NMEA 
sentences over TCP were identified during the observation 
period. In total, the specially formatted $GPRMC Shodan query 
identified 4,305 unique Internet-facing endpoints that 
transmitted NMEA, confirming that NMEA data streams are 
widely exposed on the public Internet. Not all of these 
endpoints are equally suitable for availability and attack 
window analysis. Due to Shodan’s query limitations, it was not 
feasible to re-scan all 4,305 IP addresses within a single day. Of 
the gathered IPs, 1,542 were eligible for analysis in the subset. 

For each host in the subset of 1,542, an attempt is made to 
establish a TCP connection, and the received stream is 
inspected for GPS and potential AIS NMEA sentences. All 
connected devices have a valid GPS NMEA tag. AIS NMEA 
messages were only found on one instance. Identifying AIS 
NMEA messages can help a potential attacker determine 
whether the target is a real maritime device rather than a decoy. 

The Attack window analysis only uses the results that were 
found within 24 hours of publication on Shodan. This limited 
the dataset used for this analysis to 1,542 unique hosts. This 
ensured that all data points are treated equally and have a 
common starting point. Every 24 hours, a host is re-scanned to 
see if it is still available. All hosts have an equal amount of 
times scanned (or more). Availability is at about 40% within the 
first two hours of Shodan discovery. Figure 5 also shows that 
the availability drops rapidly below 25% within a couple of 
days, and the number of hosts that still accept connections has 
dropped close to 0%. 

Figure 5 Available hosts within 24 hours of Shodan discovery. The graph shows 
that the availability of hosts is around 40% within two hours after Shodan has 
published the result. After two hours there is already a drop to 25% at it 
declines until almost zero within 24 hours. 

B. Honeypot Deployment Results Analysis
Over a period of time, the honeypots were deployed on

different platforms. One instance was deployed on a Raspberry 
Pi and the other instances on a VPS. Combined, the honeypot 
attracted 2,548 unique IPs to the exposed HTTP dashboard of  
the NMEA gateway on running on port 80 and 305 unique IPs 
on the NMEA TCP gateway port 60001. The list of malicious 
IP addresses that connected to the honeypot is used to 
compute the abuse confidence score. The abuse confidence 
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score was calculated based on how many other users observed 
the IP behaving maliciously. A score of 0 means that the host 
has not been reported (yet, or at least not frequently). A score 
of 100 means the host is a well-known malicious IP and has 
carried out attacks on others as well. In Figure 6 the abuse 
score result is combined for both honeypots. 

The NMEA gateway has seen fewer interactions than the 
HTTP dashboard from the exposed honeypot. This is to be 
expected, since most scrapers probably won’t target ports 7000 
and 51000, as they are not used by many (common) services. 
Combined for the VPS and RPi, the NMEA gateway has 305 
unique IPs connected to it. 

Figure 6 Histogram of Abuse Confidence Score of ALL collected IPs by the 
honeypots 

During the deployment period, no direct, maritime-specific 
attacks were observed targeting the NMEA protocol. The 
incoming traffic primarily consisted of automated scanners and 
reconnaissance attempts. The potential attacks demonstrated in 
our previous work [14] were not observed during the 
deployment phase. 

In Table 1, the connections are divided into buckets of certain 
durations for analysis. From this table, it can be observed that 
some connecting clients to the Gateway had connection 
durations exceeding 2 hours. This could indicate that a 
connected client is conducting a manual inspection. 

Table 1 Connection duration buckets 
Connection duration Freq 
less than 1 second 194 
1-5 seconds 145 
5-10 seconds 108 
10-20 seconds 46 
20-60 seconds 52 
1-5 minutes 9 
5-10 minutes 4 
10-20 minutes 3 
20-40 minutes 0 
40-60 minutes 3 
1-2 hours 3 
2+ hours 11 

Table 2 shows the connections that were manually inspected 
to check if they performed any activity on the gateway due to a 
2h+ connection time. It shows that one IP in particular had quite 
a few connections open. The origins of the IP are quite diverse. 

Table 2 Connections open longer than 2 hours IPs 
Source 2h+ 

conn 
Max duration 
(min) 

Country Abuse 
Confidence 
Score 

141.98.11.55 1 193.00 LT 100 
164.52.25.205 7 787.00 JP 100 
206.168.34.35 1 1261.00 US 100 
45.156.129.57 1 187.00 BE 100 
87.236.176.215 1 148.00 GB 100 

VI. DISCUSSION

The Shodan-based analysis phase demonstrated that a 
significant number of (maritime) devices connected to the 
Internet expose NMEA streams of different types. This 
confirms the observation by Amro [30] and extends it by 
quantifying availability and the attack window. 

The use of the Abuse Confidence Score helped our research  
to filter out ‘noise’ instead of treating every connection to the 
honeypot as a possible attack. 

The results from Shodan show that the exposure is 
substantial, but attackers have not yet systematically 
weaponized NMEA-aware tooling against NMEA gateways. 
Shodan results should be interpreted cautiously. It has not been 
confirmed in this work that the Shodan results are real NMEA 
gateways on actual vessels. Some endpoints may also emulate 
NMEA gateway behavior, as our honeypot does. Confirming 
the authenticity of the NMEA gateways was not part of this 
research. 

Most of the incoming traffic consisted of automated scanning 
and reconnaissance, and there was no clear evidence of NMEA-
aware spoofing, control-oriented, or resource exhaustion 
attacks against the emulated NMEA honeypot gateway that we 
demonstrated in our previous work [14]. This follows the notion 
of an early-warning phase: exposure of NMEA gateways is 
substantial, yet attackers have not systematically weaponized 
protocol-aware tooling against NMEA gateways. The absence 
of observed maritime-specific attacks should not be interpreted 
as proof of safety. Instead, it underscores the need to proactively 
harden NMEA gateways and their surrounding networks before 
attackers craft specialized attacks against NMEA gateways. 

As Table 3 shows, several impactful attacks from our 
previous work can be executed within the attack window 
identified in the Shodan phase. Passive spying on NMEA 
gateway traffic can take only seconds to establish a TCP 
connection. Once a TCP connection to an NMEA gateway is 
established, an NMEA resource exhaustion can also be 
triggered in seconds to flood the NMEA gateway. 
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Table 3 NMEA Gateway vulnerabilities related to the previous work [14] translated into feasible attacks 
Vulnerability (issue) Attack type Short description Minimal execution time 

(testbed)
Feasible within observed 
attack windows

No authentication 
required NMEA TCP
Gateway

Spying (passive) NMEA Gateway port reachable from the 
Internet. The NMEA Gateway is 
bidirectionally configured.

Seconds TCP connect and 
start logging

Yes, even for short avail- 
ability

As above Data fabrication: 
Spoofing 
(GPS/AIS/Sensor data)

Sending crafted NMEA sentences to the 
gateway, the adversary can send spoofed 
data for various instrumental displays.

Few minutes to craft and 
inject valid NMEA sen- 
tences

Yes, from 10 minutes to 
an hour

As above Data fabrication: 
Controlling the ship 
(autopilot
manipulation)

Autopilot messages are used to instruct the 
vessel to steer to certain waypoints 
automatically. By inserting forged $–APB 
and $–APA messages into the data stream, 
the autopilot of ship can be instructed to a 
certain waypoint [22]

Few minutes to craft and 
inject valid NMEA sen- 
tences

Yes, from 10 minutes to 
an hour

DoS against NMEA 
gateway

Resource exhaustion 
(dropping/delaying
NMEA Streams)

The TCP NMEA port can be flooded by 
sending high rate of messages in short time. 
So legitimate NMEA messages are being 
dropped or delayed.

Seconds to start a NMEA 
stream overload/effect 
almost immediately

Yes, from 10 minutes to 
an hour

As above Spoofing/controlling by 
degrading legitimate
traffic

Like OpenCPN only use for example the 
last messages received.

Seconds to start a NMEA 
stream overload/effect 
almost immediately

Yes, from 10 minutes to 
an hour

Brute force admin 
panel

Configuration changes 
(routing changes, 
disabling inputs/alarms),
firmware upload

Not changing the default credentials on the 
NMEA gateway or using weak credentials.

Seconds to start Yes, if the admin panel 
uses default credentials

The observations in this work may be subject to certain threats 
to validity, particularly regarding the representativeness of 
Shodan-identified endpoints and the specificity of our NMEA 
gateway honeypot implementation. 

Shodan-based measurements depend on a third-party 
scanning service whose coverage, timing, and banner 
classification we cannot control or fully validate, so some 
endpoints may not be a real shipboard NMEA gateway. 

Additionally, the NMEA gateway honeypot represents a 
single NMEA gateway with simulated AIS-based traffic rather 
than a fully IBS, so attacker behavior against a richer or truly 
operational environment may differ from the observation. 

Finally, the duration of deployment was limited, which may 
restrict how far the traffic patterns can be generalized over time. 

VII. CONCLUSION

This work examined Internet-exposed NMEA gateways that 
can be classified as critical maritime industrial cyber-physical 
systems. Prior research showed that NMEA messages are 
exposed online. In this work, we conducted an OSINT-based 
reconnaissance study using Shodan and developed and 
deployed an NMEA gateway honeypot that emulates a 
commercially available device. 

The Shodan study showed that data streams of NMEA 
gateways remain widely exposed on the Internet and confirmed 
that many endpoints are reachable over TCP within a short but 
useful attack window. 

Our high-fidelity honeypot showed that it is feasible to 
emulate a realistic NMEA gateway and attract Internet traffic to 
both the HTTP dashboard and the NMEA TCP service. 
Although the honeypot logs did not show any clear evidence of 
specific attacks identified in our previous work [14] against the 
NMEA gateway, they did reveal excessive automated scanning 
and reconnaissance attempts. 

This work shows that NMEA Gateways are vulnerable due 
to a combination of weak or absent authentication, legacy 
protocol design, and direct internet exposure. 

For future work, we aim to deploy a more complex Ship 
network honeynet, preferably with more realistic maritime 
traffic sources, and an internet connection relevant to maritime 
operations, for example, StarLink. Overall, the findings 
underscore the need to harden NMEA gateways and associated 
shipboard networks before adversaries begin to exploit these 
maritime assets. 

DATA AND SOURCE CODE AVAILABILITY 

 The datasets generated and analyzed during the study, along 
with the source code of the NMEA Gateway honeypot, will be 
made publicly available upon acceptance of this work. 
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